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Cipher de una web

nmap --script ssl-enum-ciphers -p 443 sopa.musaik.net

Starting Nmap 7.70 ( https://nmap.org ) at 2019-07-29 08:40 CEST
Nmap scan report for sopa.musaik.net (213.179.104.119)

Host is up (0.029s latency).

rDNS record for 213.179.104.119: wiki.legido.com

PORT STATE SERVICE
443/tcp open https
| ssl-enum-ciphers:
TLSv1.0:
ciphers:
TLS DHE RSA WITH AES 128 CBC SHA (dh 1024) - A
TLS DHE RSA WITH AES 256 CBC SHA (dh 1024) - A
TLS DHE RSA WITH CAMELLIA 128 CBC SHA (dh 1024) -
TLS DHE RSA WITH CAMELLIA 256 CBC SHA (dh 1024) -
TLS ECDHE RSA WITH AES 128 CBC SHA (secp256rl)
TLS ECDHE RSA WITH AES 256 CBC SHA (secp256rl)
TLS RSA WITH AES 128 CBC SHA (rsa 2048) - A
TLS RSA WITH AES 256 CBC SHA (rsa 2048) - A
TLS RSA WITH CAMELLIA 128 CBC SHA (rsa 2048) - A
TLS RSA WITH CAMELLIA 256 CBC SHA (rsa 2048) - A
compressors:
NULL
cipher preference: client
warnings:
Key exchange (dh 1024) of lower strength than certificate key

I
I
I
I
| A
| A
I

I

I

I

I

I

I

I

I

I

I

|  TLSvl.1:

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

A
A

ciphers:
TLS DHE RSA WITH AES 128 CBC SHA (dh 1024) - A
TLS DHE RSA WITH AES 256 CBC SHA (dh 1024) - A
TLS DHE RSA WITH CAMELLIA 128 CBC SHA (dh 1024) - A
TLS DHE RSA WITH CAMELLIA 256 CBC SHA (dh 1024) - A
TLS ECDHE RSA WITH AES 128 CBC SHA (secp256rl) -
TLS ECDHE RSA WITH AES 256 CBC SHA (secp256rl) -
TLS RSA WITH AES 128 CBC SHA (rsa 2048) - A
TLS RSA WITH AES 256 CBC SHA (rsa 2048) - A
TLS RSA WITH CAMELLIA 128 CBC SHA (rsa 2048) - A
TLS RSA WITH CAMELLIA 256 CBC SHA (rsa 2048) - A
compressors:
NULL
cipher preference: client
warnings:
Key exchange (dh 1024) of lower strength than certificate key

A
A
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| TLSv1.2:

| ciphers:

| TLS DHE RSA WITH AES 128 CBC SHA (dh 1024) - A

| TLS DHE RSA WITH AES 128 CBC SHA256 (dh 1024) - A

| TLS DHE RSA WITH AES 128 CCM (dh 1024) - A

| TLS DHE RSA WITH AES 128 CCM 8 (dh 1024) - A

| TLS DHE RSA WITH AES 128 GCM SHA256 (dh 1024) - A

| TLS DHE RSA WITH AES 256 CBC SHA (dh 1024) - A

| TLS DHE RSA WITH AES 256 CBC SHA256 (dh 1024) - A

| TLS DHE RSA WITH AES 256 CCM (dh 1024) - A

| TLS DHE RSA WITH AES 256 CCM 8 (dh 1024) - A

| TLS DHE RSA WITH AES 256 GCM SHA384 (dh 1024) - A

| TLS DHE RSA WITH CAMELLIA 128 CBC SHA (dh 1024) - A

| TLS DHE RSA WITH CAMELLIA 128 CBC SHA256 (dh 1024) - A
| TLS DHE RSA WITH CAMELLIA 256 CBC SHA (dh 1024) - A

| TLS DHE RSA WITH CAMELLIA 256 CBC SHA256 (dh 1024) - A
| TLS DHE RSA WITH CHACHA20 POLY1305 SHA256 (dh 1024) - A
| TLS ECDHE RSA WITH AES 128 CBC SHA (secp256rl) - A

| TLS ECDHE RSA WITH AES 128 CBC SHA256 (secp256rl) - A
| TLS ECDHE RSA WITH AES 128 GCM SHA256 (secp256rl) - A
| TLS ECDHE RSA WITH AES 256 CBC SHA (secp256rl) - A

| TLS ECDHE RSA WITH AES 256 CBC SHA384 (secp256rl) - A
| TLS ECDHE RSA WITH AES 256 GCM SHA384 (secp256rl) - A
| TLS ECDHE RSA WITH CAMELLIA 128 CBC SHA256 (secp256rl) - A
| TLS ECDHE RSA WITH CAMELLIA 256 CBC SHA384 (secp256rl) - A
| TLS ECDHE RSA WITH CHACHA20 POLY1305 SHA256 (secp256rl) - A
| TLS RSA WITH AES 128 CBC SHA (rsa 2048) - A

| TLS RSA WITH AES 128 CBC SHA256 (rsa 2048) - A

| TLS RSA WITH AES 128 CCM (rsa 2048) - A

| TLS RSA WITH AES 128 CCM 8 (rsa 2048) - A

| TLS RSA WITH AES 128 GCM SHA256 (rsa 2048) - A

| TLS RSA WITH AES 256 CBC SHA (rsa 2048) - A

| TLS RSA WITH AES 256 CBC SHA256 (rsa 2048) - A

| TLS RSA WITH AES 256 CCM (rsa 2048) - A

| TLS RSA WITH AES 256 CCM 8 (rsa 2048) - A

| TLS RSA WITH AES 256 GCM SHA384 (rsa 2048) - A

| TLS RSA WITH CAMELLIA 128 CBC SHA (rsa 2048) - A

| TLS RSA WITH CAMELLIA 128 CBC SHA256 (rsa 2048) - A

| TLS RSA WITH CAMELLIA 256 CBC SHA (rsa 2048) - A

| TLS RSA WITH CAMELLIA 256 CBC SHA256 (rsa 2048) - A

| compressors:

| NULL

| cipher preference: client

| warnings:

| Key exchange (dh 1024) of lower strength than certificate key
|  least strength: A

Nmap done: 1 IP address (1 host up) scanned in 9.18 seconds
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Cipher de JVM

Java 7

/usr/lib/jvm/jdk1l.7.0 _75/bin/jrunscript -e
“println(java.util.Arrays.asList(javax.net.ssl.SSLServerSocketFactory.getDef
ault().getSupportedCipherSuites()).toString().replace(', ',

‘A\n') .replace('[',"'").replace(']"',""))"

TLS ECDHE ECDSA WITH AES 128 CBC SHA256
TLS ECDHE RSA WITH AES 128 CBC SHA256
TLS RSA_WITH AES 128 CBC SHA256
TLS_ECDH_ECDSA WITH AES 128 CBC_SHA256
TLS ECDH RSA WITH AES 128 CBC SHA256
TLS DHE RSA WITH AES 128 CBC SHA256
TLS DHE DSS WITH AES 128 CBC SHA256
TLS ECDHE_ECDSA WITH AES 128 CBC_SHA
TLS_ECDHE_RSA WITH AES 128 CBC SHA
TLS RSA WITH AES 128 CBC_SHA

TLS ECDH ECDSA WITH AES 128 CBC SHA
TLS ECDH RSA WITH AES 128 CBC SHA
TLS DHE RSA WITH AES 128 CBC SHA

TLS DHE_DSS WITH AES 128 CBC_ SHA
TLS_ECDHE_ECDSA WITH 3DES_EDE CBC_SHA
TLS ECDHE_RSA WITH 3DES EDE CBC SHA
SSL_RSA WITH 3DES EDE CBC SHA

TLS ECDH ECDSA WITH 3DES EDE CBC_ SHA
TLS ECDH RSA WITH 3DES EDE CBC SHA
SSL_DHE RSA WITH 3DES EDE_CBC_ SHA
SSL_DHE_DSS WITH 3DES EDE_CBC_ SHA

TLS ECDHE ECDSA WITH RC4 128 SHA

TLS ECDHE RSA WITH RC4 128 SHA
SSL_RSA WITH RC4 128 SHA
TLS_ECDH_ECDSA WITH RC4 128 SHA
TLS_ECDH_RSA WITH RC4 128 SHA
SSL_RSA WITH RC4 128 MD5

TLS EMPTY RENEGOTIATION INFO SCSV

TLS DH anon WITH AES 128 CBC SHA256
TLS_ECDH anon WITH AES 128 CBC SHA
TLS DH_anon WITH AES 128 CBC_ SHA

TLS ECDH anon WITH 3DES EDE CBC_ SHA
SSL_DH anon WITH 3DES EDE CBC SHA

TLS ECDH anon WITH RC4 128 SHA
SSL_DH_anon WITH RC4 128 MD5
SSL_RSA WITH DES CBC SHA

SSL_DHE RSA WITH DES_CBC_SHA

SSL_DHE _DSS WITH DES CBC SHA

SSL DH anon WITH DES CBC SHA

SSL_RSA EXPORT WITH RC4 40 MD5
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SSL DH anon EXPORT WITH RC4 40 MD5
SSL RSA EXPORT WITH DES40 CBC SHA
SSL_DHE_RSA EXPORT WITH DES40 CBC SHA
SSL_DHE DSS_EXPORT WITH DES40 CBC SHA
SSL_DH_anon EXPORT WITH DES40 CBC_ SHA
TLS RSA WITH NULL SHA256

TLS ECDHE ECDSA WITH NULL SHA

TLS ECDHE RSA WITH NULL SHA

SSL RSA WITH NULL SHA
TLS_ECDH ECDSA WITH NULL SHA

TLS ECDH RSA WITH NULL SHA

TLS ECDH_anon WITH NULL SHA
SSL_RSA WITH NULL MD5

TLS KRB5 WITH 3DES EDE CBC SHA

TLS _KRB5 WITH 3DES EDE CBC MD5
TLS_KRB5 WITH RC4 128 SHA

TLS KRB5 WITH RC4 128 MD5

TLS KRB5 WITH DES CBC_ SHA

TLS KRB5 WITH DES CBC MD5

TLS KRB5 EXPORT WITH DES CBC 40 SHA
TLS_KRB5 EXPORT WITH DES CBC_ 40 MD5
TLS_KRB5 EXPORT WITH RC4 40 SHA

TLS KRB5 EXPORT WITH RC4 40 MD5

Java 8

/usr/lib/jvm/jdk1.8.0 131/bin/jrunscript -e
“java.util.Arrays.asList(javax.net.ssl.SSLServerSocketFactory.getDefault().g
etSupportedCipherSuites()).stream().forEach(println)"

TLS ECDHE ECDSA WITH AES 128 CBC SHA256
TLS ECDHE RSA WITH AES 128 CBC SHA256
TLS RSA WITH AES 128 CBC SHA256

TLS ECDH_ECDSA WITH AES 128 CBC_SHA256
TLS ECDH RSA WITH AES 128 CBC SHA256
TLS DHE RSA WITH AES 128 CBC SHA256

TLS DHE DSS WITH AES 128 CBC SHA256

TLS ECDHE _ECDSA WITH AES 128 CBC_SHA
TLS ECDHE_RSA WITH AES 128 CBC SHA

TLS RSA_WITH AES 128 CBC_ SHA

TLS ECDH ECDSA WITH AES 128 CBC SHA

TLS ECDH RSA WITH AES 128 CBC SHA

TLS DHE RSA WITH AES 128 CBC SHA

TLS DHE DSS WITH AES 128 CBC SHA
TLS_ECDHE_ECDSA WITH AES 128 GCM SHA256
TLS ECDHE_RSA WITH AES 128 GCM_SHA256
TLS RSA WITH AES 128 GCM SHA256

TLS ECDH ECDSA WITH AES 128 GCM SHA256
TLS ECDH RSA WITH AES 128 GCM SHA256
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TLS DHE RSA WITH AES 128 GCM SHA256
TLS DHE DSS WITH AES 128 GCM SHA256
TLS ECDHE_ECDSA WITH 3DES EDE CBC SHA
TLS ECDHE_RSA WITH 3DES EDE CBC SHA
SSL_RSA WITH 3DES EDE_CBC_SHA

TLS ECDH_ECDSA WITH 3DES EDE CBC_SHA
TLS ECDH RSA WITH 3DES EDE CBC SHA
SSL DHE_RSA WITH 3DES EDE CBC SHA
SSL_DHE DSS WITH 3DES EDE CBC SHA
TLS_EMPTY RENEGOTIATION INFO SCSV

TLS DH anon WITH AES 128 GCM SHA256
TLS DH anon WITH AES 128 CBC SHA256
TLS ECDH anon WITH AES 128 CBC SHA
TLS DH anon WITH AES 128 CBC_SHA

TLS _ECDH_anon WITH 3DES EDE CBC SHA
SSL_DH_anon WITH 3DES EDE_CBC_SHA
SSL_RSA WITH DES CBC_ SHA
SSL_DHE RSA WITH DES CBC SHA

SSL_DHE DSS WITH DES CBC SHA

SSL DH anon WITH DES CBC_ SHA

SSL_RSA EXPORT WITH DES46 CBC SHA
SSL_DHE_RSA EXPORT WITH DES40 CBC_ SHA
SSL_DHE_DSS_EXPORT WITH DES40 CBC SHA
SSL_DH anon EXPORT WITH DES40 CBC SHA
TLS RSA WITH NULL SHA256

TLS ECDHE_ECDSA WITH NULL SHA
TLS_ECDHE_RSA_WITH NULL SHA
SSL_RSA WITH NULL SHA

TLS ECDH ECDSA WITH NULL SHA

TLS ECDH RSA WITH NULL SHA

TLS ECDH anon WITH NULL SHA
SSL_RSA WITH NULL MD5
TLS_KRB5 WITH 3DES_EDE_CBC_SHA

TLS KRB5 WITH 3DES EDE CBC MD5

TLS KRB5 WITH DES CBC SHA

TLS KRB5 WITH DES CBC_MD5

TLS _KRB5 EXPORT WITH DES CBC 40 SHA
TLS_KRB5 EXPORT WITH DES CBC_ 40 MD5
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